NudopmanuonHas naMATKa VI 00y4aOIMIUXCH

C KaXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTHCA 6OJ'IBLHC, da IIKOJIbHUKHNW OAHH H3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpOMHOTO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WJIN MOJHOCTBIO YHHYTOXUThH Bce (ailiibl u
JlaHHbIE, MOJKOHTPOJIbHBIE I0JIB30BATEN0, OT UMEHM KOTOpPOro Obula 3amylleHa 3apakEHHas
porpaMmMa, a TaKKe MOBPEIUTh WM JaK€ YHUUYTOXHUTh OINEPALMOHHYIO CHUCTEMY CO BCEMH
¢aiinamu B 1iesioM. B 601bIIMHCTBE CilyyaeB pacIpOCTPaHIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTpamM:

1. Hcnonb3yit cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOLUE CEphE3HBIN YPOBEHb
3alUThl OT BPEAOHOCHBIX IIPOrPaMM;

2. IlocrossHHO ycTaHaBiaMBai mauTd (UMGPOBBIE 3aIUIATKH, KOTOpbIE aBTOMATUYECKH
YCTAHABIIMBAIOTCS C LENbI0 JOPAaOTKU MPOrpaMMbl) U JApyrue OOHOBIEHUS CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OPUIMANIBHOTO caiiTa pa3paboT4ynKa
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIJIEHUS, BKJIIOUYH €I0;

3. Paborail Ha cBoeM KOMIIbIOTEpE IO/ IIPaBaMu I10JIb30BaTeNs, a HE aMUHUCTPATOpA.
OTO HEe MO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HHCTAIJIMPOBATHCS Ha
TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE ITPOrPAMMHBIE IPOYKThl U3BECTHBIX ITPOU3BOJUTENEH, C

aBTOMaTHYECKUM OOHOBIJIEHUEM 0a3;

Orpannyb pU3HUECKUI JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIHII;

6. Vcnonp3yii BHEIIHWE HOCUTENU MH(POPMALUK, TaKue Kak (ielka, 1ucK win Qain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBali KOMIbIOTEpHBIE (HaiIbl, MMOJyYEeHHbIE U3 HEHAaIEKHBIX HCTOYHHUKOB.
Haxxe Te aiinbl, KOTOpble MNpHUCIal TBOM 3HaKoMblid. Jlywiie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.
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Cemu WI-FI

Wi-Fi - 310 He BH/ Iepeaun JaHHbBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHn, Mapka. Emie
B 1991 rony Hunmepnanjackas koMmranus 3apeructpupoBana openn «WECAy, uro o6o3Havyano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoANTCS Kak «OecIpoBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM JoluIa Japyras a0OpeBHarypa, KOTOpas SIBISETCS TaKOM ke
TexHoyiorueit. 3to abobpesuarypa «Wi-Fi». Takoe Ha3zBaHue ObUIO JAHO C HAMEKOM Ha CTaHAApPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

I[a, OcCIIIaTHBIN HUHTCPHET-AOCTYII B Ka(be, OTCJIX U asponopTax ABJIACTCA OTJIMYHOM
BO3MOXHOCTBIO BbIXOJia B UHTCPHCT. Ho mHoOTHE SKCICPThI CUUTAKOT, YTO 06HIeJIOCTyHHBIe Wi-

Fi cetu He saBnsAroTCS OE30II1aCHBIMMU.

Cogertsl 0 Oe30macHOCTH paboTre B 00mmea0cTynHbIX ceTsix Wi-fi:
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He mnepenaBaii cBoro nuuHyro uH(popmanuio udepe3 obmenocrynHsie Wi-Fi cerw.
Paborast B HHX, )KenaTeabHO HE BBOJIUTH MAPOJIM JOCTYyMNA, JOTMHBI M Kakue-TO
HOMEPA;

Hcnonb3yit 1 0OHOBIIANH aHTUBUPYCHBIE NPOrpaMMbl M Opanamayep. Tem caMbIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnonp3zoBanuu Wi-Fi otkmoun ¢yHkmmio «OO0mwuil goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHHUIO, OIHAKO HEKOTOpHIE
I10JIb30BaTEIM aKTUBUPYIOT €€ AJ1s yA00CTBa HCIOJIb30BaHus B paboTe miu yueoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn NTUYHBIX JaHHBIX, HampuMep s
BBIX0/1a B COLIMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[lopkmouenne k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHUECKOT0 MOJAKIIOYEHUS YCTPOHCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PabOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJUIMAP]] YEIOBEK, UYTO SIBJISETCS OJHOM
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COIMAJIBHBIX CCTAX!

1.

2.

Orpanuub CHUCOK Jpy3ei. Y TeOs B ApPY3bAX HE JODKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiiaii cBOIO 4YacTHYIO kM3Hb. He ykaswiBail mapoinu, TenedoHsl, agpeca, AaTy
TBOETO POXIEHUSA M JPYIyH0 JUYHYIO HHPOpPMALUIO. 3JIOYMBIIUICHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POAMTENH IJIaHUPYETE
MPOBECTU KAHUKYJIBI;

3amuimiai CBOI penyTaiuio - IepKH €€ B YUCTOTE U 3a/7aBail cebe BOMpOC: XOTel Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexiae
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3HTh;

Ecau TeI TOBOpHIIB € JIIOJBMH, KOTOPBIX HE 3HACIlb, HE MCIIONB3YH CBOE peajbHOE
UMs U JIpYTYI0 JTUYHYI0 WHGOpMAIMU: HMS, MECTO XKUTEIbCTBA, MECTO Y4eObl U
npouee;

N30beraii pazmemmenus ¢otorpaduii B IHTEpHETE, T1€ THI H300pa)KeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEIETUTH TBOE MECTOIOIOKEHNUE;

[Ipu peructpauu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MTAPOIIH,
cocrosime u3 OyKB U IUQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEeE §;

Jl7is colManbHOM CeTH, MOUTHI U APYTUX CAaWTOB HEOOXOAMMO HCIONb30BATh Pa3HbIE
naposid. Toraa ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTYYaT JTOCTYI TOJBKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 nnaTexceﬁ, OIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH O9TU ACHBI'U.

SHGKTPOHHBIG JCHBI'H IIOSABHJIUCH COBCEM HCIAaBHO W HMCHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax A0 CHUX IOP HEC NPOMNHUCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe onn pyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX pa3dessioT
Ha HECKOJIbKO BUJIOB — AHOHMMHbBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs HPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAUHU I[OJb30BaTeNs, a B
HEaHOHUMHBIX UACHTU(DUKAIINH MTOJIb30BATENIS SBISICTCS 0053aTeIBLHOM.

Taxoke cieayer pa3nnyarh 3JEKTPOHHBIE (HUATHBIC JEHBIH (paBHBI rOCYJApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBUTh JAOCTYN K cueTy. IlpuBs3aHHbI TenedoH MOMOXET, eciau 3al0ynelb
CBOU IUIATEKHBIN MapoJib WK 3aiJE1Ib HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBble mapoid. [locie mepexoja Ha yCHIIEHHYIO aBTOPH3ALMIO
TeOe yxe He OyeT yrpokaTh OMacHOCTh KPaykKu MJTH MepexBaTa IJIaTeKHOTO Mapois;

3. Boibepu cnoxublii naposib. IlpectynmHukam Oyaer He MPOCTO yrajaTh CIOXKHBIN
napoib. HaznexHble mapoaum — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONUCHBIE OYKBBI, IIU(PPBHl U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK J1ojuiapa, pyHTa, BOCKIHMIATEeIbHbIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DNeKTpOHHAs 0YTa — 3TO TEXHOJIOTUS U PEJOCTABIISIEMBIE €10 YCIIYTH 110 TIEPEChUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SAIIMK  BBITJISAUT CJIEYIOIIUM obpazom:
UMS_TIONIb30BATESI(@UMSL_JOMeHa. Tarkke KpoMme TMepeadyd MpOoCTOrO TEKCTa, HMEeTCs
BO3MOXKHOCTh TepeaaBaTh (paiibl.

OcHOBHbIE COBETHI M0 Oe301acHOl paboTe ¢ JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAClIb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBail B IM4HOM moyte nuuHyo MHGopmManuio. Hanpumep, snyurie BeIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3ALMIO0. DTO KOT/Aa TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbIM nmaponb. s KakIoro MOYTOBOrO SIIMKA JOJKEH OBbITh CBOM
HAaJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHOIB3YH 3TY
BO3MOKHOCTB;

6. Vcnonp3ylh HECKONBKO MOYTOBBIX SIIUKOB. IlepBbIi i1 YacTHOH MNepenucku c
ajpecaTaMM, KOTOPbBIM Thl JOBEpsielllb. OJTO OJJIEKTPOHHBIK ajpec He Hauo
MCIOJIb30BaTh MPH PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢aibl U Jpyrue BIOXKEHHUS B MHUCbMax Ja)Xe €ClId OHU MPUIUIU OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocnme okoH4aHWsi pabOTHI HAa TIOYTOBOM CEPBHCE IEpEN 3aKPHITHEM BKIAIKU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymmuar — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAaHCTBO; COIMATBHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAThCS Kak ceOst BECTH M, €CIIM HET

TOT0, K KOMy MOKHO OOpaTUTbCSA, TO BHayalle YCIOKOUTHCSA. Ecnu Thl HauHelIb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHMS, TO TOJBKO €Il OOJbIIe Pa30iOKellb

KOH(JIUKT;

VYnpasisii cBoei kubeppernyTanuei;

3. AHOHUMHOCTb B ceTH MHHMMAas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKHI 00pa3 BUpPTyaibHOU ku3HU. IHTepHET hukcupyer Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

Cobmroait CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyidi enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOUTEIBHBIC COOOMICHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTsIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOILIEHUN C OMpeaeeHHbIX
a/1pecoB;

8. Ecmm T1b1 cBumerens kubOepOymiauHra. TBou AelicTBHS: BBICTYNUTH MPOTHB
IpecienoBarTes, IO0Ka3aTh €My, YTO €ro JCWCTBUS OIICHWBAIOTCS HETaTHBHO,
MOAJEPKaTh JKEPTBY, KOTOPOM HYXKHA TMCUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pOCIBIM O (paKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N
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Mobunvubiit menegon

CoBpeMeHHble CcMapT(hOHBI U IIAHIIETHI COJEpXaT B ce0e BIOJHE B3POCIBIi
GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OnHako, CpeaCTB 3alUThI IS TOAOOHBIX YCTPOMCTB MOKa OYeHbh Majio. TecTUpOBaHHE U MOUCK
yS3BUMOCTEM B HUX MPOMUCXOAMWT HE Tak MHTEeHCHUBHO, Kak ans IIK, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIa BIedeT 3a c000il OONBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIIMIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3BOAUTCIIN BBITYCKAIOT 06HOBJ’ICHI/I$I, 3aKpPbIBAIOIIUEC KPUTUYCCKHEC
YA3BUMOCTHU 1A CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeJedoHa:

1. Huuero He sBnsieTcs Mo-HacToseMy OecriaTHBIM. Byas ocTopoxeH, Beab Korja
Tebe mpeiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHl KaKHE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexze yem otrpaButh SMS, ¢oto unu Buzneo. Thl TOUHO 3HACIIb, TJI€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX TE€IE(POHOB;

w
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5. He 3arpyxaii npuioXeHusi OT HEU3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro xaxk Thl BBIAACIIL C CaiiTa, I'/ie BBOAWI JHUHYIO WH(OPMAIHIO, 3alI1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproandecku nMpoBepsiii Kakue IIaTHbIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE ToJib3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHBIe OHJIaI\/JIH-I/II‘pBI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC Pa3BJICUCHUS,
06’LGIII/IH${I-OIHI/IC COTHH TBICAY YECJIOBCK II0 BCEMY MHUPY. HrpOKI/I HUCCIICAYIOT ,Z[aHHBIfI HM MHUD,
06H_IaIOTCSI ApPYyTr € APYroM, BBIIIOJIHAIOT 3aJaHUA, CPpaKaAOTCA C MOHCTPAaMU MU NOJYYarOT OIIBIT.
3a YAOBOJBCTBUEC OHHU INIATAT: IOKYIIAIOT OWUCK, OINNIa4MBArOT a0OHEMEHT WU HpHOGpeTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrBa HMIyT Ha INOAJAEpKAHUME W Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT OIlacaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXKH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 0 0€30MaCHOCTH TBOET'O UTPOBOI0 aKKayHTa:

1. Ecnu apyroit urpok BeaeT cedsl IoxXo WK co3aaeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds anIMMHMCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAKHE-TO JOKA3aTelbCTBA B BUJIE CKPHHOB;

He ykaspiBaiil muunyto uHpopmartinio B mpodaiisne urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIpbl HE CTOMUT OTKJIIOYaTh aHTUBHpYC. Iloka TeI Wrpaemsb, TBON
KOMIIBIOTEP MOTYT 3apa3UTh.

N
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Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpa)l(eﬁ ACHCTI U NOKYMCHTOB CETOOHA YK€ HHUKOIO HE YI[I/IBI/IfH_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBILIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHET, U
MpOoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) JCIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UIIMHT, TJ1aBHAs I1eTb
KOTOPOTO COCTOMT B TIOJYYECHUH KOH(HUICHIMATBHBIX JaHHBIX TIOJB30BATENIC — JIOTMHOB H
naposieil. Ha anrauiickom si3bike phishing unraercst kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecnu Tl MOAO3peBaelib, YTO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIHUTH aJIMHHHUCTPATOpPaM
pecypca 06 3TOM Kak MOKHO CKOpEe;
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2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoOB 1 MMOMCKOBBIX
CHCTEM;

3. Hcnonw3yit cioxkHbIE U pa3Hble maponu. Takum o0Opa3oM, eciau Tedsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IpENyNpeIuTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIE J0OaBJIEHBI y TeOS B APY3bsX, O TOM, YTO T€OsI B3IIOMAJIH U, BO3MOXKHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (aiinbl U Apyrue BIOKEHUS B MUChbMax JaXKe €CIU OHHM MPHUIUIA OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailiibl.

oo

Lugposas penymayus

[Mudposas penyranus - TO HEraTUBHAs WIM MO3UTHBHAsA MH(oOpMalUs B ceTH 0 Tede.
Kommpomerupyromass mHGpOpManusi pa3MelIeHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH xu3HU. «L{udposas penyranus» - 3TO TBOW UMUK, KOTOPBIHA
dopMmupyercs u3 uHopMaluu o Tede B UHTEPHETE.

TBoe MecTo xuTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCcTKU JErKOMBICIEHHO OTHOCATCA K MyOJIMKAlMKU JTUYHON MHPOpMaAIuu B
WNuTtepHere, HE TOHUMAs BO3MOXKHBIX MOCHEACTBUN. ThI 1ayke HE CMOXKEIIb J0TaJaThCsi O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommeHTapuu, pasmemieHue TBouX ¢ororpaduil U apyrue JedcTBHS MOTYT He
HCYE3HYTh JaXe IIOCJIE€ TOro, KaK Thl MX yAanumb. Tbl HE 3HAclb, KTO COXpPaHUI 3Ty
UH(OPMaLKIO, [oNala JU OHA B IOMCKOBBIE CUCTEMbI M COXpAaHWJIACh JIM OHA, a TJIaBHOE: 4YTO
NOyMaloT 0 TeOe OKpyXarollee JII0/U, KOTOpble HaWAyT U yBUAAT 3To. Halitu nndopmanumio
MHOI'O JIET CHYCTS CMOXeT JH00H — Kak U3 J00phIX MOOYXJAEHWil, Tak U C HaMepeHHEM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALUU:

1. Tlomymaii, mpexae 4eMm 4TO-TO MyOJNMKOBAaTh W TepeaaBaTh y cebs B Oiore Wiu B
COITMAJILHOM CETH;

2. B mactpoiikax npoduisi yCTAaHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO MPOQUIISL U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPy3€ei»;

3. He pa3memaii u He yKa3piBail HHPOPMAIUIO, KOTOPasi MOXKET KOro-1H00 OCKOPOISTH
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TOJIH30BATEM IHU(PPOBOTO MPOCTPAHCTRBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMHU BO3MOXXHOCTSIMHU ITU(POBOTO MHpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTYyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIMYHbIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pEeTeHUH 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMpPOJIYKTHl M YCIyTM , W 3aKaH4YMBass KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHE ITpaBa — 3TO MpaBa HAa MHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh HAa MPOU3BEACHUS
HAyKH, JIMTEPATypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, JAAcT €My CIIpaBeIUBbIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ylbTaTax CBOEro TPYAa, HOJIYYUTh U3BECTHOCTh U MPU3HAHUE.
HuxkTo 6e3 paspelienus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JI€MOHCTPUPOBATh, NPOAABaTb, MMIIOPTUPOBATh, IMYCKaTh B IpOKaT, MyOIMYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATH B Adupe Wwin pa3Meniath B UnTepHere.

Vcnonb30BaHue «IIMpaTcKOro» NporpaMMHOro 00€eCIedeHus: MOKET PUBECTH K MHOTUM
pHCKaM: OT MOTEPH [IAaHHBIX K TBOMM aKKayHTaMm 10 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIe
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crour Takke 3a0bIBaTh, 4YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbl, KOTOPBIE MOXHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/I€Ch ThI MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE€ B KOHKYpcax M CTaThb CaMbIM
U(POBBIM TpakIaHUHOM !
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